
Websense® Client Policy Manager™

Websense® Client Policy Manager™ (CPM) delivers desktop
security protection against known and unknown security threats
and prevents the execution of unauthorized applications. CPM
enforces employee application use policies for corporate desktops,
laptops, and servers with its unique and comprehensive database
of categorized applications, which is updated daily. CPM provides
a proactive critical component that closes the window of exposure
to today's fast-moving and blended security threats.

Websense Client Policy Manager Solution

Websense Client Policy Manager is an innovative end-point security
software solution that extends the power of the Websense Master Database 
to corporate desktops, laptops, and servers. CPM identifies and blocks
known and unknown threats transparently without user intervention, and
stops the execution of unauthorized applications, such as spyware,
keylogging, peer-to-peer (P2P) file sharing, and hacking tools. CPM offers
flexible, centralized policy management of application categories and
individual applications. Through Websense directory integration, these
policies can be implemented at a group level or tailored to individual needs
ensuring that desktops are protected and adhere to corporate standards.

Working alongside firewalls and antivirus tools, with advanced lockdown
features CPM closes the window of exposure to unknown security threats
that often bring down networks before virus signatures or appropriate patches
can be deployed, or where security systems are mis-configured. CPM delivers
effective, proactive threat mitigation and flexible application use security
policy enforcement.

Key Features and Benefits

DDeelliivveerrss  pprrooaaccttiivvee  pprrootteeccttiioonn  aaggaaiinnsstt  kknnoowwnn  aanndd  uunnkknnoowwnn  sseeccuurriittyy  tthhrreeaattss..

·· WWeebbsseennssee  WWeebb--bbaasseedd  TThhrreeaatt  MMiittiiggaattiioonn™™ -- Provides unparalleled
protection from web-based threats including keyloggers, spyware, 
Trojan horses, BOTS, scripts, and ActiveX controls.  With the most
comprehensive and effective database of malicious web-based
applications, Websense offers the highest available level of protection by
detecting and blocking more web-based threats than any other solution.

·· WWeebbsseennssee  NNeettwwoorrkk  LLoocckkddoowwnn™™ --  Delivers proactive protection against
known and unknown security threats by blocking application network
access to specific ports and protocols by application category..

·· WWeebbsseennssee  AApppplliiccaattiioonn  LLoocckkddoowwnn™™ --  Provides maximum control over
desktop environments by allowing only approved applications to run on
corporate PCs and servers, thereby preventing potentially malicious
applications from launching. Detect and analyze end-point desktop
security threats and application activity.

·· WWeebbsseennssee  RReemmoovvaabbllee  MMeeddiiaa  LLoocckkddoowwnn™™ - Allows system administrators 
to prevent devices such as flash drives, CD/DVD burners, floppy drives,
and external hard drives from being used on client workstations. Organizations
can also block writable media, depending upon your organization's policy.

WWeebbsseennssee  CClliieenntt  PPoolliiccyy  MMaannaaggeerr  BBeenneeffiittss::

·· Delivers proactive protection against known and
unknown security threats.

·· Detects, analyzes, and mitigates desktop security
threats and application activity.

·· Enforces flexible, auto-updating user and group
application use security policies. 

·· Protects desktops both inside and outside of the
corporate network, providing a valuable layer of
security for a mobile workforce.

·· Provides desktop security policy management 
from a central management console.

·· Manages removable media to mitigate security 
and legal liability risks.

·· Automatically updates security policies with no
administrative intervention required.

·· Provides unparalleled protection against 
web-borne threats.

WWeebbsseennssee  CClliieenntt  PPoolliiccyy  MMaannaaggeerr  SScceennaarriiooss::

YYoouurr  eemmppllooyyeeee  ttaakkeess  aa  llaappttoopp  hhoommee  oorr  oonn  tthhee  rrooaadd  aanndd
uunnkknnoowwiinnggllyy  ddoowwnnllooaaddss  mmaallwwaarree..

QQuueessttiioonn: How do you keep the infection from spreading 
to your organization's network when the employee returns
to the office or connects via your WAN? 

AAnnsswweerr: Websense Client Policy Manager. 

AA  nneeww  ppiieeccee  ooff  mmaalliicciioouuss  mmoobbiillee  ccooddee  eenntteerrss  yyoouurr
oorrggaanniizzaattiioonn''ss  nneettwwoorrkk  bbeeffoorree  yyoouurr  sseeccuurriittyy  ssoolluuttiioonnss
hhaavvee  ttiimmee  ttoo  ddeevveelloopp  aann  aannttiiddoottee  aanndd  sseenndd  oouutt  aann  uuppddaattee..  

QQuueessttiioonn:: How do you keep your employees from running
the destructive program? 

AAnnsswweerr: Websense Client Policy Manager. 

YYoouurr  eemmppllooyyeeeess  hhaavvee  bbeeeenn  ttrraannssffeerrrriinngg  ffiilleess  vviiaa  UUSSBB  ppoorrttss,,
ooppeenniinngg  aa  ccrriittiiccaall  wwiinnddooww  ooff  eexxppoossuurree  ttoo  sseeccuurriittyy  rriisskk  aanndd
lleeggaall  lliiaabbiilliittyy..      

QQuueessttiioonn:: How do you keep your employees from using
removable media drives without corporate oversight?            

AAnnsswweerr: Websense Client Policy Manager.

YYoouurr  eemmppllooyyeeee  uunnkknnoowwiinnggllyy  rreecceeiivveess  aa  kkeeyyllooggggeerr  iinn  aann
eemmaaiill  aanndd  yyoouurr  aannttiivviirruuss  ssoolluuttiioonn  ddooeess  nnoott  rreeccooggnniizzee  iitt..

QQuueessttiioonn: How do you ensure that you keep the keylogger
from harming your network?

AAnnsswweerr: Websense Client Manager.



Download a free, fully-functional 30-day evaluation at www.websense.com/downloads today!
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·· WWeebbsseennssee EExxpprreessss  LLoocckkddoowwnn™™  - Allows system administrators 
to swiftly prevent the execution of new applications thereby
blocking attacks such as keyloggers, Trojan horses, worms and 
other malicious code threats. Unlike Application Lockdown, 
Express Lockdown does not require a machine inventory.

DDeetteeccttss  aanndd  aannaallyyzzeess  eenndd--ppooiinntt  ddeesskkttoopp  sseeccuurriittyy  tthhrreeaattss  aanndd
aapppplliiccaattiioonn  aaccttiivviittyy  wwiitthh  WWeebbsseennssee  RReeppoorrttiinngg  TToooollss..

Websense Reporting Tools help identify potential problems with 
real-time and historical views of risks associated with web and
application use by employees. Using this information, IT administrators
can refine internet access and application policies to effectively
reduce the risks associated with employee computing in their
organizations. In addition, Websense reporting tools provide 
powerful alerts and audit trails to help support compliance efforts.

WWeebbsseennssee  RReeppoorrttiinngg  TToooollss

·· Determine your organization's risk profile.

· Detect the presence and location of malicious mobile code,
spyware, hacking tools, or other security risks in your network.

· Perform critical software assessments that provide categorized
and normalized views of programs and applications, enabling 
early threat detection and identification of potential application
vulnerabilities.

· Refine your application use policies with insight from powerful
reporting and forensic tools.

EEnnffoorrcceess  fflleexxiibbllee  aanndd  aauuttoo--uuppddaattiinngg  aapppplliiccaattiioonn  uussee  sseeccuurriittyy  ppoolliicciieess..

CPM enables users to enforce up-to-date application security
policies with minimal administration.

·· CCeennttrraalliizzeedd  PPoolliiccyy  MMaannaaggeemmeenntt  --  Minimizes administrative
overhead in setting and enforcing security policies with the
central, easy-to-use Websense Manager.

·· AApppplliiccaattiioonn  DDaattaabbaassee  --  Categorizes applications within the
Websense Master Database, allowing flexible security policies
to be set by user, group, and most importantly, by category 
using comprehensive methodologies for categorizing thousands 
of applications into over 50 categories. 

·· WWeebbsseennssee  AAppppCCaattcchheerr™™ -- Automatically and anonymously forwards
to Websense Master Database any unknown applications and
associated network behavior at customer sites so that policies
stay current.

·· WWeebbsseennssee  RReeaall--TTiimmee  SSeeccuurriittyy  UUppddaatteess - Websense Real-Time
Security Updates allow organizations to obtain timely protection
from new security threats. With Real-Time Security Updates, 
CPM is updated within minutes after new security threats are
recognized, providing real-time management of web-based or
application-based threats. These updates can occur several times
per day, depending on need, and they supplement the regular
daily updates to the Websense Master Database. The Real-Time
Security Updates are available as an add-on module to CPM.

EEaassee  ooff  DDeeppllooyymmeenntt

CPM makes it easy to begin managing corporate PCs and enforcing
appropriate application security policies for end users.  

·· AAuuttoommaatteedd  ddeesskkttoopp  aaggeenntt  ddeeppllooyymmeenntt  - Deploys CPM desktop 
agents onto corporate desktops individually or globally with the 
click of a button in Websense Manager.

System Requirements
CCPPMM SSeerrvveerr

HHaarrddwwaarree::  Pentium III processor or greater with at least 512 MB
RAM. Hardware requirements will vary by configuration. Please 
see deployment guide for additional information.

SSuuppppoorrtteedd  OOppeerraattiinngg  SSyysstteemmss: Microsoft® Windows® 2003 Server,
Windows® 2000 Server (SP3 or greater).
SSuuppppoorrtteedd  DDiirreeccttoorryy  SSeerrvviicceess: All Microsoft-supported directories

CCPPMM CClliieenntt
HHaarrddwwaarree::  CPM client supports most desktop hardware configurations.
Please see deployment guide for additional information.
SSuuppppoorrtteedd  OOppeerraattiinngg  SSyysstteemmss::  Microsoft® Windows® XP 
(SP1 or greater), Windows® 2003 Server, Windows® 2000
Pro/Server/Advanced Server (SP3 or greater),  or 
Windows® NT 4 Client Server (SP6a or greater).
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