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Cisco ASA 5500 Series Enterprise Editions

EXECUTIVE SUMMARY

Securing the network is critical to the continuealth of the connected business. As enterprisaigecequirements evolve to respond to a rapidly
changing threat environment, organizations faceptbepect of deploying an ever-increasing numbeeofices and products for location-specific
needs. The Cis€0ASA 5500 Series of adaptive security appliance®ituces a new paradigm of modular network sectoitpeet these needs.
With the Cisco ASA 5500 Series, organizations adapatheir security posture to the specific requiats of an individual environment. This
modularity provides the superior protection of lbma-specific security with the operational efficies of a standard platform, increasing security
while decreasing costs in management, training,spading.

CHALLENGE

The network provides the connected enterprise mihy competitive advantages, including increasesiniess efficiency and effectiveness.
Maintaining and sustaining these competitive acaged in the face of mounting security threats bgaired organizations to invest in a growing
number of security technologies. Increasingly, ¢htbseats have become more sophisticated and Bpedjseeking to take advantage of specific
characteristics of individual network environmeriesponding to these threats has required an Bingda environment-specific architecture, with
individual network environments themselves reqgijnnore sophisticated and specialized servicesuateo these threats. The sets of services
required to securely extend network access to grapkat home differ significantly from the setseifvices required to secure a public Internet
commerce site.

This environment-specific approach to security isgma significant operational burden on an entaprequiring multiple products and platforms,
combined with multiple management and monitoringsmbes. Beyond the operational costs associatédmanagement, staff training, and sparing
for each individual product, the complexity of @ution can slow down service deployment and dhice new security risks into the organization.

Attempts to reconcile the conflict between the séguequirements of the organization and the ofi@nal burden the organization is capable of
bearing have forced security administrators to nwkapromises between these two challenges. Eitlespriganization accepts a decreased security
posture, or it pays a significant operational ¢coshaintain disparate systems.

SOLUTION

The Cisco ASA 5500 Series Adaptive Security Appars a
modular platform that provides the next generatibsecurity and
VPN services for small and medium-sized businedseaterprise
applications. The comprehensive portfolio of sesiwithin the
Cisco ASA 5500 Series enables customization faatlon-specific
needs through its tailored package product editionthe
enterprise—firewall, IPS, anti-X, and VPN.
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These packages enable superior protection by prayttie right services for the right location. Eaition combines a focused set of services
within the Cisco ASA Family to meet the needs d@dfic environments within the enterprise netwdsk.ensuring the security needs of each
location are met, the overall network security posis raised.

At the same time, the Cisco ASA 5500 Series enadtéeslardization on a single platform to reduceotrerall operational cost of security.
A common environment for configuration simplifieanagement and reduces training costs for staffevitie common hardware platform
of the series reduces sparing costs.

Each edition addresses specific enterprise envieohmeeds:

« Firewall Edition—Enables businesses to securely deploy missiomalriipplications and Figure 1. Cisco A_SA 55_0_0 Series
networks in a reliable manner, while providing siigant investment protection and lower Enterprise Editions
operational costs through its unique, modular desig

« |PS Edition—Protects business-critical servers and infrastrednom worms, hackers, and

. . . s . : ; Cisco ASA 5500 Cisco ASA 5500
other threats through the combination of firewafiplication security, and intrusion Firewall Edition VPN Edition

prevention services.

« Anti-X Edition—Protects users at small or remote sites with a celngmsive package of
security services. Enterprise-grade firewall and\\&@rvices provide secure connectivity bac
to the corporate headend. Industry-leading anteXises from Trend Micro protect the client Cisco ASA 5500 Series
system from malicious Websites and content-baseath such as viruses, spyware, and
phishing.

« VPN Edition—Enables secure, remote user access to internabriesystems and services, IPS Edition
and supports VPN clustering for larger enterprisglayments. This solution combines Secu
Sockets Layer (SSL) and IP Security (IPSec) VPNoteraccess technologies with threat
mitigation technologies such as Cisco Secure Deslaiad firewall and intrusion prevention
services to ensure VPN traffic does not introdincedts to the enterprise.

Cisco ASA 5500

Additional information on each of these editionsvgilable in edition-specific solution overviewshép://www.cisco.com/go/asa

BUSINESS BENEFITS
The Cisco ASA 5500 Series enterprise editions pl@the security and connectivity that helps yoisifess with:

« Businessresiliency—Prevent disruption of business-critical applicasi@md services due to security breaches by impl@mgetihe industry’s
most-deployed security technologies.

» Operational consolidation—Reduce costs associated with deployment and ongaémggement and monitoring of the security solultipn
standardizing on a single platform for securityvgms.

« Reduce cleanup costs—Reduce the costly process of cleaning up aftenfaettion by preventing the infection from occurring

« Liability management—Reduce the company’s exposure to liability relatedompromised data or inadequate corporate caripiol
implementing comprehensive access control andttpreection services in a single device.

« Productivity enhancements—Increase employee productivity through effective absecurity technologies, including secure, thpeatected
remote-access VPNSs; reduction of spam, spywareredatéd distractions; and control of employeerim€ use with onboard URL filtering.

These benefits make the Cisco ASA 5500 Seriesighéchoice to address your security needs andlelyabir network and employees to deliver
maximum value to your business.
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ARCHITECTURE
The Cisco ASA 5500 Series enterprise editions fibrencore of a

Figure 2. Cisco ASA 5500 Series Solution Architecture
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¢ Monitoring—Cisco Security Monitoring, Analysis, and Response
System (CS-MARS) provides real-time monitoring amddent
response capabilities.

VPN Edition Internet

CISCO SERVICES

Cisco Systenfsand its partners offer world-class service angpsuptailored for your business. Cisco has adoptéfitcycle approach to services
that addresses the necessary set of requiremerdsgtoying and operating Cisco ASA 5500 Seriesiggcappliances that improves your
network’s business value and return on investrestmore information on Cisco security servicesitvittp://www.cisco.com/go/services/security

FOR MORE INFORMATION
For more information about the Cisco ASA 5500 Senisithttp://www.cisco.com/go/asar contact your local account representative.
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